KepiBHMH JOKYMEHT 110 JIOKaJi3amii 300iB Ta
IMPUIOTYBAHHS 3BITIiB PO HUX

Beryn

Hanaromxennio ta tecryBanHio cucteMun OpenSCADA npuaiiseTbcs 3HaYHUN 4Yac pPO3pPOOHUKIB,
OJTHAK y 3B'A3KY 13 OOMEXKEHICTIO pecypcCiB Ta W NMPaKTHYHOIO HEMOXKJIMBICTIO OXOMHUTH BCi BapiaHTH
KoHQirypamii Ta BukoHaHHS cucteMu OpenSCADA mNOMUIKH MOXYTh MPOSIBIATUCA SK Y BUIJISAAIL
HEBUKOHAHHS OKpeMHX (yHKIi, HEKOPEKTHOCTI iX BUKOHAaHHS Ta HaBiTh aBapiHOIO 3aBEPLICHHS
nporpaMu y KOpUCTyBadiB. Po3yMiHHS 1bOro 3 OOKY KOpPHCTyBada Ay)X€ BaXKIIMBE, Ta 3 HWOT0 OOKY
notpedyeThbest 100pa BOMIS I PUIUIEHHS AESIKOIr0 4acy Ha IIPUIOTYBAaHHS 3BITY PO MPOOJIeMy 3 METOIO
ii HACTYITHOTO YCYHEHHS PO3POOHHKAMH.

[lepen mpuroTyBaHHSIM MHOBIZOMIICHHS PO HPOOJIEMY PEKOMEHIYEThCS O3HAHOMHTHUCS 3 IEPENTiKOM
MOMMUJIOK Ta 3ayBa)keHb Y BIAMOBIAHOMY po3aini [lomunku Ta 3ayBaxkeHHs 10 cuctemMu OpenSCADA.

Bumoru 10 noBiioMJIeHHS PO MOMUJIKY

JUis BUKITIOYCHHS 3aliBUX HaBIIHUX THTaHb Ta JUIsl MPUCKOPEHHS MpOIEeCy JIoKawi3amii mpooieMu
PEKOMEH/IYEThCS CIIyBaTH HACTYITHUM BHUMOTaM J10 TTOB1IOMIICHHS.

- Bxkasatu ortouenns BukoHanHsi OpenSCADA, a came aucTpuOyTHB Ta BEpCiio onepamiiHoi
CHCTEM.
- Bxkazaru Bepcito cuctemu OpenSCADA.
- Bkazatu ocoOmuBocTi KOH(pirypauii Ta BHUKOHaHHS. bakaHo 1o0uBaTUCS BIATBOPEHHS
npo0biieMu y cTaHAapTHUX KOH(piryparisx Ta Ha gemoHcTpauiiHii bJl. Skmo 1mporo He BOaeTbes
JOCSITHYTH, TOJII MOTPIOHO OMMCAaTH OCOOIMBOCTI KOH(Iryparii Ta MpUKIACTHA 0 MOBITOMIICHHS
BbJ1, Ha sikiit mpo0yiemMa BiATBOPIOETHCS.
+ Omnmucaru 1ii SKi BUKJIHKAIOTh TTOMUJIKY.
« IIpuxnactu npotokon nosigomiienb OpenSCADA 111 ceancy 3 BIATBOPEHHSIM MTOMUIIKH.
« Y BUNaAKy aBapiiiHOro 3aBeplIeHHS NOTPiOHO chopmyBaTu Gaill mepeacMEepTHOro JamIly
nam'siTi MporpaMy Ta OTPUMAaTH 3 HHOI'O PO3BOPOT CTEKY BMKOHAHHS HAa MOMEHT aBapii, po IO
Hwk4de. [Ipu npobnemax, MoB's13aHUX 3 3aBUCAHHAM OfHI€T a00 nekibkox 3amad OpenSCADA, mis
Jokamizamii Moxe OyTW KOpHcHe pydHe mnepepuBanHs mnporpamu cur"aiom "SIGSEGV", mo
BHUKJIMYE (POpMYyBaHHS MEPEACMEPTHOTO JIaMITy 3 iH(POPMAIIi€0 PO MICIIe 3aBUCAHHS.

CnocoOu MoBiIOMJICHHSA

[ToBimomuTH mpo moMmiky y cucreMi OpenSCADA MokHa JIeKiTbKOMa CIIOCOOaMH:
« y BignmoBigHOMY po31iii popymy odiriitHoro caitTy: http://oscada.org/ru/forum ;
+ TI0 eJICKTPOHHIN MoITi Ha azxpecy oscada@oscada.org abo axpeca po3pOOHUKIB;
-y po3auni [Homunku Ta 3ayBaskeHHs 10 cuctemu OpenSCADA y 6a3i 3HaHb MIPOEKTY;
+ Yy cHCTeMi BIACHIAKOBYBaHHS HOMUIOK aAucTpuOytuBy ALTLinux OC Linux, ans mnakery
openscada.
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OTpumanHnsd a1ty nepeacMepTHOIO AaMIly Ta Oro o0podKa

Y OC Linux, mijg yac 36010 nporpam, siapo OC moxe (opMyBaTé NepeICMEpPTHUN JamIm Ham'aTi
mporpamMu. 3a JIOMOMOTOI0 IBOTO JIaMITy YacTO MO’KHA BHSIBUTH MICIE Y MPOTpaMi, K€ BUKJIHKAJIO
aBapiiiHy 3ynuHKy. {7 BKIIOYEHHS MOXKIIMBOCTI TeHepallil mepeAcMepTHOro AaMIly Mam'sTi MporpaMu
SPOM MOTPIOHO BUKOHATH KOMaHIH:

# [epeBipka MOXIMBOCT1 reHepauii mamnis nam'ari
[loreprae "core", 4KWO BKJIOYEHA
cat /proc/sys/kernel/core pattern

#

$

# BxJIOUueHHS T'eHepauii mavnie nmam'ari

$ echo "core" > /proc/sys/kernel/core pattern

[Ticns mporo moTpiOHO 3HATH OOMEXKEHHS Ha pPO3MIp TEHEepPOBaHOTO dairy mamiry, IS YOro
OpenSCADA wmosxHa 3anyctute 3 aprymeHToM --CoreDumpAllow abo BUKOHATH CrieliagbHy KOMaHIy
nepen BUkiukom OpenSCADA "$ ulimit -¢ unlimited".

[ToTiM mocTaTHRO MEpPEeKOHATHUCS Yy TOMY, IO KOpUCTyBad, sikuii 3amyckae OpenSCADA, mae mpaBo
3armucy a0 pobodoi nupekropii OpenSCADA, mapamerp "Workdir" y xkoudirypamiitHomy ¢aitni
IPOTPaMH.

Jani 3amyckaetscst cuctema OpenSCADA Ta BIATBOPIOETHCS aBapiiiHe 3aBEpLICHHS, y Pe3yibTaTi
sKoro y pobouiii gupextopii OpenSCADA cTBOproeThest (aiin core.

Tunogi ckpuntu 3anycky OpenSCADA, siki mocTadaroThes y nakerax auctpuOytuBiB OpenSCADA 3
Bepcii 0.8.0, BKIIOYAIOTh TeHEpaliio JaMIly HaM'aTi Ta aBTOMaTHYHO (POPMYIOTH 3 HBOTO 3BIT 3BOPOTHIX
BukiuKiB (backtrace) y Burnszi gaitnis "crash_2012-01-05_11:05.txt" y poGouiit nupexTopii.

Sxmo chopmyBaBcs ¢aiin gammy mam'saTi core, a 3BIT 3BOPOTHIX BHUKJIHMKIB aBTOMATUYHO HE
chopmyBaBcs, TO IMOBIPHO HE BCTaHOBIJICHO HayamrToByBada "gdb". V takomy Bumanky Bu maere iioro
BCTAaHOBHUTH Ta BUKJIMKATH BPYYHY KOMaHIy, 13 po00U0i AUpEKTOpii /s r7100ampH01 KoHpIryparrii:

$ gdb openscada --core core —--batch --quiet -ex "thread apply all bt full" -ex
"quit" > crash $(date +%F_ %H:%M) .txt

A060-X BUKOHATH TPOLIEAYPY Y IHTEPAKTUBHOMY PEKHUMI, /Ui TTI00aIbHOT KOH(Iryparii:

# Tepexinm mo pobouol nupexTopii OpenSCADA

(gdb) cd /var/spool/openscada

# BxaszaHHA BUMKOHYBAaJIbLHOTO Ganiny, He CKpuiTu!
(gdb) file /usr/bin/openscada

# BxasauHa dalny mamny nam'sari nporpamu

(gdb) core-file /var/spool/openscada/core.26658
# OTpMMaHHA PO3BOPOTY CTEKY BMKOHAHHSA

(gdb) bt

#0 0xb7d104cO0 in pthread cancel () from /lib/librt.so.l

#1 Oxb7dledaa in start thread () from /lib/libpthread.so.0
#2 O0Oxb7dfcfbe in clone () from /lib/libc.so.6
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